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What's OCLC?

A global library organization providing 
shared technology services, 
original research, 
and community programs.



A global network of libraries

Americas

20,118 members 

in 29 countries

EMEA

6,757 members 

in 73 countries

Asia Pacific

2,414 members 

in 22 countries
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A best-in-class technology 

infrastructure for library services



• A collaborative process built around shared values

• A multilayered approach to security, privacy, and compliance

• Establishing and maintaining privacy compliance 

(including the EU’s General Data Protection Regulation)

OCLC’s commitments to data 

security and privacy



Compliance Certifications
OCLC understands that the confidentiality, integrity, and availability of your information are vital to your 

business operations. We regularly undergo independent verification to ensure that we comply with 

security and privacy standards.



OCLC Executive Director Global Security 

Tina Price



Public Library Security 

Threats



Libraries have increasingly become targets of ransomware attacks 

leading to disruptions and financial burdens.  

Ransomware attacks on libraries surged 73% in 2023 from the prior 

year*; recent attacks involved:

• Solano County Library-  April 5, 2024  
• Seattle Public Library – May 29, 2024
• Delaware Libraries - May 29, 2024 

Ransomware on the Rise

*https://publiclibrariesonline.org/2024/07/ransomware-on-the-rise-protecting-library-systems/



Ransomware is a method of extortion where malware is downloaded onto 

a computer and used to encrypt and/or steal data.

The hacker holds the computer and/or data hostage until the victim pays 

a ransom.

Phishing emails are the #1 vector

for ransomware.

 

What is Ransomware?



• Practice zero trust with email, text and calls:

– Hover over links to view the destination site

– Contact sender using a different form of communication to verify a request  

• Be mindful of information shared on-line, it can be used to target you

• Only visit websites you trust and avoid clicking on links or pop-ups

• Keep software up to date and use anti-virus

• Use strong passwords and multi-factor authentication

• Provide security awareness training to employees

• Maintain regular back-ups

Best Practices



Brian Lee: Pierce County 

Library System



Cybersecurity 
Best Practices 
for a Public 
Library System

Focusing on Funding, 
Frameworks, and 
Implementation



About the Pierce 
County Library 

System

• Serves over 600,000 residents in 
Pierce County, Washington

• 20 branch libraries and online 
services

• Provides access to books, digital 
resources, internet, and community 
programs

• Committed to digital equity, lifelong 
learning, and civic engagement

• Faces cybersecurity challenges 
similar to many public library 
systems



Introduction

• Importance of 
cybersecurity in public 
libraries

• Libraries as high-value 
targets: privacy, data, 
and access systems

• Goals: Outline best 
practices, funding, and 
implementation



Selecting a 
Cybersecurity 

Framework

• Align with ITSM (IT 
Service Management)

• NIST CSF 2.0: Identify, 
Protect, Detect, 
Respond, Recover

• Scalable and supports 
compliance



Funding & Grant Opportunities

LSTA, IMLS, State 
Library Programs

E-Rate Program: 
Cybersecurity 

eligibility and use

DHS/FEMA, CISA, 
local/state 

collaborations



Consulting and Assessment

Internal vs. external assessments

Selecting vendors and consultants

Deliverables: Risk assessments, 
remediation plans



Staff 
Training 

and 
Awareness

Create a security-aware culture

Use free/low-cost resources 
(CISA, MS-ISAC)

Phishing, password, and physical 
security training



Cybersecurity Planning and Implementation
Align 
with 

NIST CSF: 
short-, 
mid-, 
long-
term 
goals



Conclusion

• Adopt NIST CSF 2.0

• Use funding: E-Rate, 
LSTA, etc.

• Invest in 
assessments, 
training, and 
planning

• Cybersecurity as a 
strategic priority



Q&A



Sarah Meilleur and Jim 

Chisholm, Calgary Public 

Library



Calgary Public Library Restricted Use

Calgary Public Library

OCLC Presentation – Cyber Security, our Incident and 
Learnings

Date: April 10th, 2025

Name: Sarah Meilleur & Jim Chisholm



Calgary Public Library Restricted Use



Calgary Public Library Restricted Use



Calgary Public Library Restricted Use

Library Stats
• 840+ employees
• 425 new members join the Library every day
• 133,000 new members in 2024 
• 818,000+ active members
• 60% of Calgarians are active users
• 20,000 visitors across the system every day
• Nearly 7 million visits per year to 22 locations



Calgary Public Library Restricted Use

In 2024 cybercrime cost the world 
$9.5 trillion USD, that’s $793 billion 
USD a month or $18 million USD a 
minute.  

If measured as a country, cybercrime 
would be the world’s third-largest 
economy after the U.S. and China.

Average cost of a corporate data 
breach globally is approximately $5 
million USD.  US breaches averaged 
$9.36 million in 2024



Calgary Public Library Restricted Use

Traditional Cybersecurity



Calgary Public Library Restricted Use

Library Cybersecurity



Calgary Public Library Restricted Use



Calgary Public Library Restricted Use



Calgary Public Library Restricted Use

Learnings and Recommendations
“Library-wide”

• Quick Action and Decisions

• Proactive Preparation for Recovery

• Communications, communications, 
communications

• Rebuild….better

• Invest in Defense



Calgary Public Library Restricted Use

Learnings and Recommendations

“Technical”

MTTI - Mean Time to Identify

MTTC - Mean time to Contain

Why MTTI and MTTC are Critical

• Reduced Impact

• The faster you identify an attack; the greater the 
chance you can defend or contain it

• Faster Recovery

• The faster you contain an attack, the greater the 
chance to reduce impact on your systems and 
reduce recovery times



Calgary Public Library Restricted Use

Learnings and Recommendations

 “Technical”
Invest in IT security products

• Reduce your MTTI and MTTC times

• SOC (security operations center)

• SIEM (security information and event 

management) solutions

IT Security is a complex time-consuming 

practice

• Do not try this on your own without help

• Leverage 3rd parties for incident response 

and advice (trust but verify)



Calgary Public Library Restricted Use

Learnings and Recommendations

“Technical”

Age and Complexity are enemies of IT 

security

• Customized applications and technical debt 

result in vulnerabilities and an extended 

recovery time

Protect your critical applications and data

• Diversify your IT ecosystem (On prem/Cloud, 

SAAS) 

• Improve you Identity and Access Management 

(IAM)

• Use Multifactor Authentication (MFA)

• Stop shadow data practices

Invest in modern IT systems and training



Calgary Public Library Restricted Use

Questions and Discussion

Sarah Meilleur

CEO – Calgary Public Library

sarah.meilleur@calgarylibrary.ca

Jim Chisholm 

CTO – Calgary Public Library

jim.chisholm@calgarylibrary.ca

mailto:sarah.meilleur@calgarylibrary.ca
mailto:jim.chisholm@calgarylibrary.ca


EZproxy



What makes EZproxy different

Simplifies 

remote 

access

Maintains 

security and 

privacy

Provides 

robust 

insights

Meets IT 

system 

needs



✓ Supports multiple access methods

✓ Remains the dominant access method to connect 

users to e-content and keeps libraries in control 

of their data

✓ Works as new browser privacy controls are 

implemented

✓ OCLC will continue to support IP proxying via 

EZproxy for the foreseeable future

How IP authentication plays a 

part in the evolving landscape



Pseudonymous 

identifier

Provide more seamless 

access without 

exposing user data

Email alerts

Get real-time alerts 

when the security rules 

are triggered

Robust security 

rules

Detect and disable 

compromised 

credentials in real-time

EZproxy features position libraries as security leaders



EZproxy provides secure, continuous access with less work

Automatic 

security 

updates

Regular updates 

for optimal 

protection

Fast 

implementation

Quick and easy 

setup process

Fully managed 

by OCLC

Minimal IT work 

for your library



Q&A
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